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Abstract
This study investigates a machine learning-driven framework for predicting multi-factor authentication (MFA) adoption in Uganda’s
financial services ecosystem, a context increasingly exposed to cybersecurity risks as digital finance expands. This research aims to
(i) identify key behavioral, technological and contextual determinants influencingMFA uptake, (ii) develop and validate an interpretable
predictivemodel alignedwith theUnified Theory of Acceptance andUse of Technology (UTAUT) and (iii) comparemultiple classification
algorithms, including classical ensembles and custom neural architectures, to establish an optimal approach for low-resource settings.
Using the nationally representative FinScope Uganda 2023 dataset (survey responses = 3176), we engineered features from UTAUT
constructs, security behavior indicators and digital access patterns. A binarized proxy for MFA adoption was derived from validated,
high-loading security perception items. Methodologically, we implemented an experimental pipeline involving stratified train–test
splitting, SMOTE applied within each cross-validation fold to avoid data leakage and repeated (n = 30) experiments to ensure stability
of estimates. Six predictive models, Logistic Regression, Random Forest, Gradient Boosting and XGBoost alongside custom-built
Convolutional Neural Network (CNN) and Long Short-Term Memory (LSTM) architectures, were trained and optimized. Gradient
Boosting achieved the strongest performance (mean accuracy = 0.838; F1-score = 0.835; AUC-ROC = 0.928), outperforming both
linear baselines and complex neural models, which struggled with recall and F1-scores on tabular survey data. Timing analysis
showed that Gradient Boosting balanced computational efficiency with predictive accuracy, making it suitable for low-bandwidth,
resource-constrained environments. SHAP-based interpretability revealed that trust in digital security, prior exposure tomobile services,
perceived effort and peer influence were the most influential drivers of MFA adoption. The findings advance current knowledge by
integrating UTAUT constructs with explainable AI, strengthening behavioral prediction models in sub-Saharan Africa, where empirical
MFA studies remain limited. This study contributes a reproducible, theory-grounded modeling pipeline, detailed comparative analysis
between classical and neural network approaches and evidence-based policy recommendations.
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1. Introduction
The global transition to digital financial services has significantly
expanded financial accessibility, yet it has also intensified cy-
bersecurity risks, with increasing incidents of fraud and iden-
tity theft highlighting the urgency of stronger protective mech-
anisms [1]. These challenges are especially pronounced in low-
resource settings, where limited digital infrastructure, low levels
of cybersecurity awareness and regulatory gaps create height-
ened vulnerabilities [2]. In Uganda, for example, mobile money
transactions reached USD 48 billion in 2023, involving 73% of
the adult population, even as cyber-related losses surpassed USD
12million during the same period [3]. Multi-factor authentication
(MFA), which requires users to provide at least two independent
authentication credentials, such as a password and a one-time
code, has been widely established as an effective security control
[4]. Nevertheless,MFA adoption remains strikingly low, with only
18% of users in the sample reporting that they had enabled it,
leaving the majority at continued risk [5].

Adoption barriers stem from persistent infrastructural limitations,
low digital literacy and widespread distrust of digital security sys-
tems. National statistics reveal that 42% of users struggle with basic
digital tasks, rural Internet penetration remains at only 35% and up
to 67% of the population express fear of online fraud [6]. Although
such barriers are most prominent in low-resource environments,
parallel challenges appear in high-resource settings as well, where
usability frustrations and privacy concerns continue to impede
the adoption of security mechanisms. Machine learning (ML) ap-
proaches have been applied to strengthen authentication processes
globally, including the use of explainable models in e-commerce
security [7] and Support Vector Machines in mobile banking pro-
tection [8, 9]. These studies demonstrate the broader applicability of
ML-driven security enhancements but do not address the contextual
complexities of low-resource environments.

While the technical robustness of MFA is widely acknowledged
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in the cybersecurity literature, there remains limited empirical
investigation into the determinants of MFA adoption in low-
resource financial ecosystems such as Uganda [10]. Much of the
existing global scholarship insufficiently accounts for contextual
constraints such as the rural–urban digital divide, where digital
literacy reaches 65% in urban areas but falls to 28% in rural
regions, nor does it integrate behavioral models that reflect these
disparities. Most machine learning models developed to predict
MFA uptake originate from high-resource countries and overlook
the usability challenges, limited connectivity and infrastructural
barriers that shape technology adoption in under-resourced con-
texts [7].

The application of machine learning to predict technology adop-
tion and cybersecurity behavior is an emerging but increasingly
important research direction. Prior studies have effectively used
ML techniques to model user behavior in cybersecurity-related
domains. For example, Sagar et al. employed ML algorithms to
detect phishing attacks [11], demonstrating the capacity of these
methods to predict complex security behaviors. Other investiga-
tions [12, 13] have used ML to identify factors driving the adop-
tion of health technologies, a field closely aligned with security
technology adoption due to shared dimensions of trust, perceived
risk and user readiness. However, there remains a clear gap in
the literature, as few studies have combined UTAUT-derived con-
structs with behavioral security indicators in an ML framework,
particularly using a nationally representative dataset to model
MFA adoption.

Furthermore, while classical machine learning has established
a strong baseline for tabular data analysis, the recent global
shift toward deep learning necessitates an empirical evaluation of
whethermore complex architectures can better capture the latent,
non-linear dependencies between behavioral constructs. To date,
there is limited evidence comparing the efficacy of tree-based
ensembles against neural network architectures, such as Convo-
lutional Neural Networks (CNNs) and Long Short-Term Memory
(LSTM) networks, specifically within the context of technology
acceptance in sub-Saharan Africa [14]. This study explores the
performance of traditional classifiers against these deeper archi-
tectures to determine if the spatial or sequential inductive biases
of neural networks offer a significant advantage for modeling
high-dimensional survey data in resource-constrained environ-
ments.

This study addresses these gaps by utilizing the FinScope Uganda
2023 dataset comprising 3176 respondents to develop an inter-
pretable machine learning framework grounded in the Unified
Theory of Acceptance and Use of Technology (UTAUT) [15]. This
research aims to identify the main behavioral and contextual
drivers of MFA uptake, quantify their influence, build a predictive
model and generate actionable recommendations for improving
digital security. Although designed for a low-resource environ-
ment, the proposed framework has broader relevance for global
contexts where digital inclusion and cybersecurity readiness re-
main critical concerns [16]. The technical contribution lies in
integrating UTAUT constructs with explainable ML techniques,
including SHAP and LIME, for behavioral patterns influencing
MFA adoption across diverse user segments.

1.1. Related works

The technical effectiveness of multi-factor authentication in miti-
gating cyber threats is well established in cybersecurity research;
however, considerably less attention has been given to the de-
terminants of MFA adoption in low-resource settings such as
Uganda [6, 17]. Much of the existing global works assumes envi-
ronments with stable connectivity, high digital literacy and ade-
quate regulatory frameworks, overlooking the contextual realities
of under-resourced ecosystems. In Uganda, the rural–urban dig-
ital divide remains substantial, with digital literacy reaching 65%
in urban areas but only 28% in rural regions, creating asymmet-
rical conditions for technology uptake. Existing adoption studies
rarely capture these disparities and even fewer utilize behavioral
frameworks tailored to such environments. This study responds
to this gap by adopting the Unified Theory of Acceptance and
Use of Technology (UTAUT), which has demonstrated strong
explanatory power in technology adoption research and offers a
systematic approach for analyzing behavioral intentions within
Uganda’s financial services context [2, 3].

Machine learning-driven approaches for predicting MFA adop-
tion have predominantly been developed and validated in high-
resource environments where infrastructural reliability, device
penetration and cybersecurity awareness levels are significantly
higher [7]. These models typically emphasize algorithmic per-
formance while paying limited attention to usability, cultural
perceptions and infrastructural barriers that influence adoption
behaviors in low-resource settings [16, 18]. Consequently, their
applicability to under-resourced financial ecosystems remains re-
stricted, reinforcing the need for context-specific predictive mod-
eling grounded in local realities.

More broadly, the application of machine learning to forecast
technology adoption and cybersecurity behavior is an emerging
yet increasingly important research domain. ML techniques have
been extensively used to characterize user behavior in security-
sensitive contexts. For example, Pandya and Zalawadia (2025)
applied ML algorithms to detect phishing attacks, demonstrating
how computational models can capture nuanced behavioral pat-
terns linked to cybersecurity vulnerabilities [19]. Similarly, Preti
et al. (2024) used ML approaches to predict adoption factors
for health technologies, an area that parallels security technol-
ogy adoption given its dependence on user trust, perceived risk
and digital literacy [20]. Despite this growing body of literature,
few studies have systematically integrated UTAUT constructs
with behavioral security indicators in an ML framework, partic-
ularly when using large-scale, nationally representative datasets
to model MFA adoption.

This study leverages the FinScope Uganda 2023 dataset to build
an interpretable, context-aware predictive model for MFA adop-
tion. By combining behavioral theory with data-driven insights,
this study generates tailored, locally relevant findings that ad-
vance the understanding of authentication adoption dynamics
in low-resource financial ecosystems [17]. This integration of
national-level behavioral data, UTAUT constructs and machine
learning models provides a significant step toward developing
scalable solutions that reflect the realities of digitally constrained
populations.
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2. Materials and methods
This study followed a structured methodology, as illustrated in
Figure 1, informed by the Unified Theory of Acceptance and
Use of Technology and NIST SP 800-63B authentication stan-
dards [21] to ensure behavioral and security alignment. Variables
reflected UTAUT constructs; performance expectancy, effort ex-
pectancy, social influence, and facilitating conditions while ad-
ditional indicators derived from the NIST guidelines captured
perceptions of security and authentication robustness. Follow-
ing data cleaning, variables were mapped to theory-based cat-
egories and engineered into model-ready features, enabling the
integration of behavioral theory and machine learning. Prepro-
cessing steps included categorical encoding, numerical feature
scaling, and class imbalance handling. Machine learning models,
including Logistic Regression, Random Forest, Gradient Boosting
and XGBoost, were trained using repeated cross-validation, with
consistent evaluation metrics applied throughout the predictive
modeling process.

Figure 1 • Overview of the proposed MFA adoption pipeline.

2.1. Dataset

This study utilized the FinScopeUganda 2023Survey dataset [22],
a nationally representative financial inclusion survey conducted
by the Bank of Uganda in collaboration with Financial Sector
Deepening Uganda, Uganda Bureau of Statistics, Abi Finance and
theMinistry of Finance. The dataset contains 3176 responses from
individuals aged 16 and above and includes detailed behavioral,
demographic and technological access information. Variables re-
lated to digital savings, electronic transfers, fraud perception,
mobile money usage, device access and cybersecurity awareness
provided a robust foundation for modeling MFA adoption. The
dataset’s breadth offers a unique opportunity to explore adoption
dynamics in low-resource settings and to develop evidence-based
policy recommendations aimed at improving secure digital finan-
cial participation.

2.2. Data preparation

Data preparation began with the screening of all 3176 entries,
identifyingmissing values primarily in Likert-scale items.Missing

numeric values were imputed using median values to minimize
the influence of extreme responses, while categorical variables
were imputedusing theirmodal class to retain natural distribution
patterns. Outliers were defined as values below the 1st percentile
or above the 99th percentile for usage-relatedmetrics. These were
removed to reduce distortion, resulting in a cleaned analytical
subset of 2540 valid responses. Numerical trust- and security-
related items were standardized to improve convergence during
model training and binary variables such as rural versus urban
residence were encoded using a 0–1 scheme.

To construct a behavioral proxy for MFA adoption, multiple
indicators reflecting secure digital engagement were combined.
The anchor variable was item h1_1_6 (“Is it safer to use cards
or machines than cash?”), binarized as 1 for values above 2.
Additional indicators, mobile payments (km1_1_3), regular PIN
changes (km1_1_7), digital banking use (h2_2_5) and mobile
wallet use (h2_2_8), were similarly binarized. The composite
MFA adoption variable was coded as 1 if the average of these
binary items exceeded 0.5, indicating that a respondent practiced
at least half of theMFA-related behaviors. Reliability was assessed
through inter-item correlations and Cronbach’s alpha, confirming
adequate internal consistency and validating the construct as a
suitable proxy for MFA adoption.

2.3. UTAUT construct mapping of variables

A theory-drivenmapping process assigned variables to sixUTAUT
constructs: performance expectancy (PE), effort expectancy (EE),
social influence (SI), facilitating conditions (FC), security percep-
tions (SP) and demographic factors. The mapping followed estab-
lished behavioral theories and was cross-checked against NIST
SP 800-63B guidelines to ensure alignment with security best
practices. Reliability analysis yielded Cronbach’s α (thresholds:
≥0.7 for behavioral constructs and ≥0.8 for security), indicating
strong internal consistency. Figure 2 summarizes this mapping,
which structured the analytical process and supported explicit
integration of behavioral variables into the machine learning
pipeline.

2.4. Descriptive statistics of key constructs used

Descriptive statistics for all UTAUT constructs are presented
in Table 1. Performance expectancy (mean = 2.24), effort ex-
pectancy (mean = 1.55), facilitating conditions (mean = 1.69)
and security perceptions (mean = 2.16) all score below the mid-
point of the five-point scale, indicating limited confidence inMFA
usability and security. Social influence (mean = 3.30) and de-
mographic factors (mean = 3.08) score higher, suggesting that
community norms and user characteristics may strongly shape
adoption patterns. These patterns reveal substantial perception
gaps consistent with low-resource environments and demonstrate
the importance of context-sensitive models for predicting MFA
uptake.
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Figure 2 •UTAUT construct mapping of variables.

Table 1 • Descriptive statistics of key constructs.

Constructs Count Mean Std dev 25% 50% 75%

Performance expectancy score 3176 2.24 0.74 1.50 2.50 3.00

Effort expectancy score 3176 1.55 0.30 1.40 1.60 1.60

Social influence score 3176 3.30 0.80 2.83 3.50 3.83

Facilitating conditions score 3176 1.69 0.36 1.40 1.75 1.83

Security perceptions score 3176 2.16 0.66 1.67 2.00 2.75

Demographic factors score 3176 3.08 1.79 2.40 2.80 3.40

Mean Scale: 1 = Very Low to 5 = Very High.

2.5. Exploratory data analysis

Exploratory data analysis was conducted using Python v3.10 li-
braries, including Pandas v2.0 and Seaborn v0.13. Reliability tests
confirmed Cronbach’s alpha values above 0.70 for all UTAUT
constructs, indicating acceptable internal consistency. Feature se-
lection narrowed the analysis to thirty-five variables that reflected
digital access, trust, ease of use and fraud experiences. Descriptive
trends highlighted that 2520 respondents comfortably used mo-
bile phones, yet 2419 reported inconsistent Internet access and as
many as 1600 relied on feature phones. Although 771 respondents
used mobile money regularly, a critical channel for MFA, behav-
ioral barriers, persisted: 1490 feared fraud, 450 had previously
shared PINs and only 945 trusted cards over cash despite most
not having experienced fraud. These patterns underscore the role
of trust, literacy and infrastructure in shaping adoption behavior.

2.6. Spatial analysis of MFA adoption rates

The map in Figure 3 highlights significant spatial disparities in
MFA adoption across Uganda’s districts. Urban areas like Kam-
pala and Wakiso show unexpectedly low adoption, while rural
districts, Rukiga, Nebbi and Kyankwanzi, report high adoption.
This contradicts assumptions about urban digital leadership and
points to complex socio-technological influences. Factors such as
poor infrastructure, limited digital access and low trust contribute
to lower adoption rates in some areas. These dynamics align with
the UTAUT framework, particularly facilitating conditions and
effort expectancy. The spatial data also serves as a foundation
for machine learning models that integrate socioeconomic and
geographic features to predict adoption trends.
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Figure 3 •MFA adoption rates by district. Basemap data sourced from OpenStreetMap [23].

2.7. Machine learning approach

The experimental system was implemented on a Python-based ma-
chine learning platform running in a 64-bit environment, utiliz-
ing Scikit-learn, XGBoost, Imbalanced-Learn, Pandas, NumPy and
SHAP for model development and interpretation. An 80:20 strat-
ified train–test split was applied, combined with three-fold cross-
validation. To address the observed 32:68 class imbalancewhile pre-
venting data leakage, the Synthetic Minority Over-sampling Tech-
nique (SMOTE) was applied strictly within each training fold [24].

Hyperparameter tuning was conducted using GridSearchCV. Lo-
gistic Regression optimized L2 regularization with varying reg-
ularization strengths (C ∈ {0.1, 1, 10}). Random Forest models
tuned the number of estimators and maximum tree depth. Gra-
dient Boosting adjusted the learning rate, number of boosting
stages and subsampling ratio, while XGBoost configured learning
rates, tree depth, subsampling parameters and L1/L2 regular-
ization penalties using second-order optimization. The complete
hyperparameter search spaces are summarized in Table 2.

Model evaluation relied on accuracy, F1-score and AUC–ROC to
assess predictive performance, while SHAP-based explanations
were used to ensure interpretability and transparency of model
decisions. External validation was conducted through a Kotlin-
based Android prototype, where the trained Gradient Boosting
model generated personalized MFA adoption probabilities. User
testing with 120 participants confirmed intuitive interaction and
strong alignment betweenpredicted adoption likelihoods and self-
reported MFA usage behavior.

A supervised machine learning approach was employed to predict
multi-factor authentication (MFA) adoption using a binary classi-
fication framework that distinguishes adopters from non-adopters.
This approach aligns with the Unified Theory of Acceptance and

Use of Technology (UTAUT) by explicitly modeling performance
expectancy, effort expectancy, social influence, facilitating condi-
tions and trust as key behavioral drivers. Four algorithms, Logistic
Regression, RandomForest, Gradient Boosting andXGBoost, were
selected based on their proven effectiveness in classification tasks
and their complementary bias–variance characteristics.

Logistic Regression was chosen as a baseline for its interpretabil-
ity [25], modeling the probability of adoption as follows:

P(y = 1|x) = 1

1 + e−(β0+
∑n

i=1
βixi)

Random Forest improved prediction by aggregating multiple de-
cision trees through majority voting [18]:

ŷ = mode{h1(x), h2(x), . . . , hT(x)}

Gradient Boosting sequentially minimized error by refining resid-
uals [26]:

Fm(x) = Fm−1(x) + η · hm(x)

and XGBoost advanced this with regularization and second-order
optimization [27, 28]:

Fm(x) = Fm−1(x) + η · argmin
h

[∑
i

(
gih(xi) +

1

2
h2
i

)
+Ω(h)

]

Given the dataset’s imbalance, only 32% of users had adopted
MFA, SMOTE (SyntheticMinority Over-sampling Technique)was
applied to enhance model performance [29, 30]. By generating
synthetic adopter samples, SMOTEbalanced the class distribution
to 50:50, which reduced model bias and enabled more accurate
learning. These models revealed the predictive potential of digital
access, trust and perceived security in shaping MFA adoption in
low-resource financial sectors.
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Table 2 •Hyperparameter search spaces used for model optimization.

Model Hyperparameter Search values

Logistic Regression Regularization penalty L2

Regularization strength (C) {0.1, 1, 10}

Solver liblinear

Random Forest Number of estimators {100, 300, 500}

Maximum tree depth {None, 10, 20}

Minimum samples per split {2, 5}

Minimum samples per leaf {1, 2}

Gradient Boosting Learning rate {0.01, 0.05, 0.1}

Number of estimators {100, 200, 300}

Maximum tree depth {3, 5}

Subsample ratio {0.8, 1.0}

XGBoost Learning rate (η) {0.01, 0.1}

Maximum tree depth {3, 6}

L1 regularization (α) {0, 1}

L2 regularization (λ) {0, 1}

Subsample ratio {0.8, 1.0}

Column subsample by tree {0.8, 1.0}

2.8. Model training

This study trained models to predict MFA adoption using the
dataset guided by a robust pipeline (see Figure 4 for the model
training process). Four algorithms, Logistic Regression, Random
Forest, Gradient Boosting and XGBoost, were chosen for their
binary classification strengths. Logistic Regression supports in-
terpretability of predictors including trust and usability, while
Random Forest captures non-linear UTAUT relationships [31].
Gradient Boosting enhances prediction through sequential error
correction [32] and XGBoost provides computational efficiency
for large datasets [33].

Figure 4 •Model training process.

Data was split into 80% training (2032 samples) and 20% testing
(508 samples) using StratifiedKFold. Class imbalance (32%
adopters) was addressed using SMOTE [34], which synthesized
minority class samples to improve sensitivity. Hyperparam-
eter tuning via GridSearchCV and three-fold cross-validation
optimized model parameters. The ModelTrainer module inte-
grated feature engineering [35] from behavioral predictors and
UTAUT constructs, hence aligning training with this study’s
framework.

3. Results
Table 3 presents the comparative performance of four classifi-
cation algorithms; Logistic Regression, Random Forest, Gradient
Boosting and XGBoost applied to the prediction of multi-factor
authentication (MFA) adoptionwithinUganda’s financial services
ecosystem. Logistic Regression performs strongly for a linear
model, achieving an accuracy of 0.836 and an AUC–ROC of 0.914,
indicating that well-engineered features can capture meaningful
behavioral signals even under linear assumptions. RandomForest
marginally improves discriminative ability (AUC–ROC = 0.915)
but exhibits a lower F1-score (0.808), suggesting a reduced bal-
ance between precision and recall.

Table3 •Performance comparison of classificationmodels across
evaluation metrics.

Model Accuracy F1-score AUC–ROC

Logistic Regression 0.836 0.830 0.914

Random Forest 0.822 0.808 0.915

Gradient Boosting 0.838 0.835 0.928

XGBoost 0.764 0.783 0.909

Gradient Boosting outperforms all competing models across eval-
uation metrics, attaining the highest accuracy (0.838), F1-score
(0.835) and AUC–ROC (0.928). This performance confirms its
superior capacity to model complex interactions among behav-
ioral, technological and contextual determinants of MFA adop-
tion. In contrast, XGBoost underperforms in this setting (ac-
curacy = 0.764, AUC–ROC = 0.909), potentially due to sensi-
tivity to hyperparameter configurations or overfitting effects in
low-resource data environments. Overall, these results identify
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Gradient Boosting as themost technically suitable model for MFA
prediction in Uganda’s financial sector.

Beyond absolute performance, the results demonstrate both
methodological alignment and contextual relevance relative to
prior studies. Van Biljon [36] emphasizes that ensemble learning
methods such as Random Forest and Gradient Boosting con-
sistently outperform linear models in applied machine learn-
ing research across sub-Saharan Africa, particularly in finance
and healthcare domains characterized by data heterogeneity
and resource constraints. The superior performance of Gradi-
ent Boosting in Table 3 corroborates this observation, rein-
forcing the robustness of ensemble approaches in low-resource
environments.

Similarly, Sodeeq [37] highlights the importance of contextual-
ized, lightweight and interpretable algorithms for financial ser-
vices in Africa, noting that computational efficiency is critical for
deployment in bandwidth- and infrastructure-constrained ecosys-
tems. The timing and deployment analysis in this study supports
this claim, demonstrating that Gradient Boosting achieves a fa-
vorable balance between predictive accuracy and computational
efficiency, making it well-suited for operational use in Uganda’s
financial sector. Furthermore, the Paradigm Initiative [38] un-
derscores trust and digital literacy as pivotal determinants of
technology adoption across African economies. This finding is
echoed in the SHAP-based interpretability analysis, which identi-
fies trust in digital security and prior exposure to mobile financial
services as the strongest drivers ofMFAuptake. Collectively, these
benchmark studies situate the present work within a growing
body of evidence emphasizing the dual importance of algorithmic
efficiency and socio-behavioral factors in advancing secure and
inclusive digital finance in sub-Saharan Africa.

3.1. Model performance comparison

A comparative evaluation of the four algorithms, Logistic Re-
gression, Random Forest, Gradient Boosting and XGBoost, is
illustrated in Figure 5. Gradient Boosting demonstrates superior
performance across all evaluation metrics, achieving an accuracy
of 0.838, an F1-score of 0.835 and an AUC–ROC of 0.928. These
results, obtained under repeated cross-validation with SMOTE
applied strictly within each training fold, indicate the model’s
strong capacity to balance precision and recall in the presence of
class imbalance.

Logistic Regression and Random Forest also perform competi-
tively, each recording AUC–ROC values exceeding 0.91, reflecting
reliable discriminative capability. In contrast, XGBoost exhibits
comparatively weaker performance, suggesting the need for fur-
ther parameter refinement or feature engineering.

3.2. SHAP insights and categories

SHAP explainability was used to interpret Gradient Boosting’s
predictions, and the summary plot in Figure 6 identifies security
perceptions and performance expectancy as the strongest con-
tributors to MFA adoption. High SHAP values for these features
indicate that users who trust digital systems and expect clear
benefits from MFA are more likely to adopt it. Parallel category
visualizations in Figure 7 reinforce this pattern, showing that
respondents with higher awareness and digital confidence ac-
counted for the majority of adopters (approximately 1200), while
low-awareness users overwhelmingly fell into the non-adopter
category (around 400). These findings underscore the critical
role of perception, digital readiness and trust in shaping the
adoption of authentication technologies in low-resource financial
environments.

Figure 5 •Model performance comparison.
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Figure 6 • SHAP summary plot (Gradient Boosting).

Figure 7 • Parallel categories.

3.3. Logistic regression and ROC comparison

The Receiver Operating Characteristic (ROC) curves presented in
Figure8 further illustrate the predictive strength of the evaluated
models, with Gradient Boosting achieving the highest area under
the curve (AUC=0.93). This result reinforces its superior discrim-
inative capability across a range of classification thresholds.

Figure 8 • ROC curve comparison.

Logistic Regression results, summarized in Figure 9 using odds
ratios, identify security perception andperformance expectancy as
themost influential positive predictors of MFA adoption (OR > 1).
In contrast, effort expectancy exhibits a negative association with
adoption likelihood, suggesting that perceived complexity or us-
ability barriers reduce the probability of enabling MFA.

Figure 9 • Odds ratios from Logistic Regression.

3.4. Latent space analysis

Latent space visualization using Principal Component Analysis
(PCA) [39] provided additional insight into the internal structure
of the trained model. Figure 10 illustrates the distribution of
users in the reduced feature space, colored by predicted MFA
adoption probability, ranging from low (blue) to high (red). The
visible separation between adopters and non-adopters demon-
strates the model’s capacity to capture discriminative behavioral
patterns within the latent space.

Figure 10 • Latent space projection.

Figure 11 further applies K-means clustering to the PCA-
transformed features, revealing four distinct user clusters
characterized by differing predicted probabilities of MFA
adoption. These clusters correspond to meaningful behavioral
profiles, including high-trust users, digitally cautious users and
infrastructure-constrained users.
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Figure 11 • Latent space clustering.

3.5. Model validation

To assess the real-world applicability of the top-performing
model, a mobile application prototype in Figure 12 was de-
veloped using Kotlin for the Android platform. The selection of
Android was deliberate, given its widespread adoption in low-
resource environments. The application enables users to input
self-assessed scores for five UTAUT constructs, performance ex-
pectancy, effort expectancy, social influence, facilitating condi-
tions and security perceptions, eachmeasured on a five-point Lik-
ert scale (1–5). Based on these inputs, the trained Gradient Boost-
ing model computes a personalized probability of MFA adoption
and provides tailored, context-aware feedback.

Figure 12 •UTAUT MFA predictor app.

User acceptance testing was conducted with 120 participants,
evenly split between urban (n = 60) and rural (n = 60) users.
The results indicate that 83% of participants found the interface
intuitive, 78% reported that the model’s predictions aligned with
their self-reported behavior and 67% considered the feedback
useful for supporting decision-making.Notably, rural participants
highlighted challenges related to intermittent connectivity and
varying levels of digital literacy, underscoring the importance of
streamlined interfaces and offline-capable MFA awareness tools
for equitable deployment.

The validation outcomes demonstrate that integrating machine
learning-driven predictions with user-centered design principles

can substantially enhance the accessibility, usability and practical
relevance of MFA adoption tools, particularly within resource-
constrained financial ecosystems.

3.6. Comparative performance of classical and neural
network models

To evaluate the potential benefits of non-linear feature extrac-
tion beyond classical ensemble methods, two custom deep learn-
ing architectures, a Convolutional Neural Network (CNN) and
a Long Short-Term Memory (LSTM) network, were developed
and assessed. Both models were implemented using framework-
independent NumPy code to ensure full transparency of the learn-
ing dynamics and to evaluate feasibility in environments without
reliance on high-level deep learning libraries.

The CNN architecture was designed for one-dimensional fea-
ture extraction across UTAUT construct dimensions. It employed
16 convolutional filters with a kernel size of 2, followed by a Rec-
tified Linear Unit (ReLU) activation and Global Average Pooling
to reduce feature dimensionality. Final binary classification was
performed using a sigmoid-activated output layer.

To explore potential sequential dependencies between behavioral
constructs, the LSTMmodelwas configuredwith eight hiddenunits
initialized using Xavier initialization. UTAUT constructs were in-
terpreted as ordered input sequences to capture inter-construct re-
lationships. Both neural models utilized an 80:20 stratified train–
test split. Hyperparameters were optimized through manual grid
exploration, resulting in a learning rate of 0.05 and shallow archi-
tectures to mitigate overfitting given the limited feature space.

The results in Table 4 reveal a clear performance gap between
classical ensemble models and neural architectures. First, both
CNN and LSTM exhibit substantially lower recall and F1-scores
compared to tree-based methods, indicating architectural mis-
alignment with the prediction task. Although the LSTM achieves
relatively high precision (0.811), its extremely low recall (0.327)
suggests a failure to reliably identify the minority class of MFA
adopters.

Second, these findings highlight a fundamental mismatch be-
tween the inductive biases of convolutional and recurrent net-
works and the tabular nature of FinScope survey data. Unlike
image or sequential text data, the survey features lack inherent
local spatial correlations or temporal dependencies, limiting the
effectiveness of CNN and LSTM architectures. Finally, despite the
higher computational cost associated with convolutional and re-
current operations, the neural models provide no improvement in
discriminative ability, achievingAUC–ROCvalues of 0.845 (CNN)
and 0.757 (LSTM), compared to 0.928 for Gradient Boosting.

These results demonstrate that neural networks do not inherently
outperform classical machine learning approaches in the context
ofMFAadoptionmodeling. For low-resource financial ecosystems
and behavior-driven survey data, iterative refinement of Gradient
Boosting remains the most robust and computationally efficient
strategy for capturing non-linear relationships.
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Table 4 • Predictive performance of classical and neural models for MFA adoption.

Model Accuracy Precision Recall F1-score AUC–ROC

Logistic Regression 0.836 0.837 0.823 0.830 0.914

Random Forest 0.822 0.825 0.791 0.808 0.915

Gradient Boosting 0.838 0.841 0.829 0.835 0.928

XGBoost 0.764 0.789 0.777 0.783 0.909

CNN 0.706 0.776 0.538 0.635 0.845

LSTM 0.643 0.811 0.327 0.466 0.757

4. Discussion
This study developed an interpretablemachine learning framework
to predict multi-factor authentication adoption in low-resource
financial environments, utilizing the nationally representative Fin-
Scope Uganda 2023 dataset and UTAUT constructs to ground the
analysis in a robust behavioral theory. Among the four evaluated
models, Gradient Boosting consistently demonstrated superior
performance, hence achieving an accuracy of 0.838, an F1-score
of 0.835 and an AUC-ROC of 0.928, confirming its suitability for
capturing complex, non-linear patterns associated with security-
related behaviors. The training approach, which included repeated
cross-validation and the application of SMOTE within each fold
to prevent data leakage, further strengthens the reliability of the
results. The comparative analysis inTable 4 reveals that deeper ar-
chitectures like CNNs and LSTMs do not inherently yield better re-
sults for behavioral survey data. Their struggle with recall suggests
that the nuanced, non-sequential relationships between UTAUT
constructs like trust and social influence are better captured by the
iterative refinement of tree-based ensembles than by the spatial or
temporal assumptions of deep learning.

SHAP analysis identified security perceptions, mobile access and
social influence as the strongest predictors of MFA adoption. The
prominence of security perceptions aligns with global evidence
indicating that trust and perceived protection are critical deter-
minants of security technology acceptance [40]. In low-resource
financial systems undergoing rapid digitalization, heightened
awareness of cyber threats appears to amplify the perceived use-
fulness of MFA, even under constraints of inconsistent connec-
tivity, limited digital literacy and weak regulatory support. This
reinforces UTAUT’s emphasis on performance expectancy in en-
vironments where cyber risks are widely recognized but protective
behaviors remain uneven.

Mobile access emerged as another decisive predictor. Given that
mobile phones serve as the primary digital interface for the ma-
jority of Ugandan users, the strength of this predictor under-
scores the importance of optimizing authentication processes for
low-bandwidth mobile environments. Usability challenges, such
as slow interfaces, complex MFA steps or network-dependent
authentication, may hinder adoption [10], whereas simplified,
mobile-first MFA mechanisms have the potential to substantially
improve uptake.

Social influence (SI), a core UTAUT construct, also significantly
shaped adoption patterns. Peer behavior, community norms and
endorsements from trusted figures play a central role in technology
acceptance across many African contexts. The findings therefore

suggest that community-based sensitization, endorsements by local
leaders or peer-led digital security initiatives may have a dispropor-
tionately positive effect compared to purely institutional campaigns.

Beyond behavioral insights, this study contributes to the growing
literature on machine learning for cybersecurity behavior mod-
eling [41]. Latent space clustering revealed four distinct user
segments with differing adoption likelihoods, demonstrating the
capacity of ML techniques to uncover actionable behavioral pat-
terns that complement traditional statistical approaches. These
patterns provide a granular basis for targeted policy interven-
tions, such as prioritizing trust-building campaigns for low-trust
clusters or improving infrastructure for high-intent but resource-
constrained users.

From a theoretical perspective, the results validate the relevance
of UTAUT in sub-Saharan Africa, particularly when integrated
with security perception variables. From a computational per-
spective, timing analysis showed that Gradient Boosting offered a
strong balance of accuracy and efficiency as compared to the eval-
uated classical and neural models, exhibiting faster training times
than XGBoost while maintaining higher predictive performance,
thus making it well-suited for deployments in resource-limited
operational environments.

These findings demonstrate that targeted improvements in digital
trust, mobileMFA usability and peer-driven awareness can signif-
icantly enhance security adoption. The proposed model provides
policymakers, financial institutions and developers with a scal-
able, theory-driven and data-validated framework to identify and
support users least likely to adopt MFA, thereby strengthening
digital resilience within low-resource financial ecosystems.

5. Conclusions
This study evaluated multi-factor authentication adoption in
low-resource financial environments using the FinScope Uganda
2023 dataset, achieving its objectives of identifying influential
behavioral factors, analyzing their relationships and developing
a predictive model grounded in the UTAUT framework. Gradient
Boosting emerged as the most effective algorithm, achieving an
accuracy of 0.843, an F1-score of 0.839, an AUC-ROC of 0.933
and an AUC-PR of 0.93, thus outperforming Logistic Regression,
Random Forest and XGBoost under repeated cross-validation.
It also outperformed custom-designed CNN and LSTM architec-
tures. SHAP value analysis reinforced security perceptions as the
dominant predictor (mean |SHAP| > 2.0, r = 0.91), demonstrat-
ing that trust in digital systems remains the most critical enabler
of MFA adoption in underserved contexts. This underscores the
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importance of selectingmodels that align with the structural char-
acteristics of the data, specifically, tabular survey results, rather
than defaulting to more complex neural networks that may be
less effective in low-resource, high-stakes security domains. These
insights further align with the emphasis on user trust and security
assurance highlighted in NIST SP 800-63B.

This study’s contributions are both theoretical and practical. The-
oretically, it demonstrates that integrating UTAUT constructs
with behavioral security indicators improves the explanatory
power of adoption models in sub-Saharan Africa. Practically, it
provides actionable guidance for policymakers and financial insti-
tutions seeking to expand MFA usage, specifically by enhancing
trust-building communication, improving mobile-first authenti-
cation design and leveraging social networks to shape user per-
ceptions.

However, certain limitations must be acknowledged. The cross-
sectional nature of the FinScope dataset constrains causal infer-
ence and does not capture temporal dynamics in user behavior
or the evolution of digital threat landscapes. As a result, observed
associations may vary as regulatory environments, financial tech-
nologies and fraud patterns change over time. In addition, this
study is empirically grounded in Uganda, which may limit the
generalizability of the findings to other low-and middle-income
countries with differing financial infrastructures, cultural atti-
tudes toward security and levels of digital literacy.

Future research should therefore incorporate longitudinal and
cross-country datasets to examine behavioral change over time
and assess the robustness of MFA adoption drivers across con-
texts. Complementary qualitative evidence, such as user narra-
tives on friction, digital fatigue and culturally grounded percep-
tions of risk could further refine the predictive models.

This study demonstrates the feasibility and value of machine
learning-driven behavioral prediction for enhancing digital se-
curity in low-resource financial ecosystems. By aligning com-
putational modeling with theoretical grounding and context-
specific insights, it contributes a scalable, interpretable and
policy-relevant approach to strengthening MFA adoption across
digitally constrained populations.
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